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Website dilch v Upload di lilu tr0 ¢ tuyl n 4share.vn hiln dang dinh I0i XSS (Cross-Site
Scripting) r0t nghiém tring. LOi nay da di0c report bli bl n bula bén VietMatrix. 0 day minh
chO b0 sung thém mOt sO théng tin d0 cac Web Master hilu ré hin vO sO nguy hilm cla i

XSS.

LOi XSS di0c phat hil n t0i http://up.4share.vn théng qua cong ¢l tim kil m dd li0 u.
KOt qul kilm tra l0i:
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LOi nay chO xOy ra trén trinh duy0t Web, tlc la chl ¢6 may client mii bl 0nh hd0ng con server
thi khéng. Hacker cé thi IDi ding d0 chen ma dic t0 bén ngoai vao, khai thac cookie dil danh
cOp tai khoOn cla ngdlidung, hay din giln chl la ditIditrang chd, chuydn trang, popup... va
con nhilu nguy hilm khéng I00ng diCc!

Pay la demo I0i ding IDi XSS cla 4share di m0 1 popup:

{xtypo_code}http://up.4share.vn/?act=search&str=window.open("http://nhuy.info");{/xtypo_code}




